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ARTICLE INFO In parallel with the dynamic development of rail transport in terms of vehicle design,
control systems, infrastructure issues, the development of processes and procedures in the
area of safety management must also progress. This growing awareness was confirmed,
among other things, by harmonising the content of the regulations on railway safety and
interoperability, the safety certification of railway undertakings and the definition of the
tasks and roles of national safety authorities. In effect, this was to enable the development
of a single European railway area.

An implementation tool that allows for a systematic approach to safety management
processes and that enables the above requirements to be met is, among other things,
RAMS analyses. A key step in the safety management process for specifying RAMS is
hazard identification, which is particularly highlighted in PN EN 50126-2:2018 through
the holistic model for risk assessment and control of railway system hazards (hourglass
model). It places the hazard identification process in two stages, i.e. in the early develop-
ment stage of the analysis (similar to other known risk management models) and in the
hazard control stage. This positioning alone indicates the importance of the hazard
identification process. On the comprehensiveness and detail of its implementation depends
the validity of the final outcome of the RAMS analysis. The development of such a process
for real technical facilities in a way that is consistent with the needs of RAMS analyses
and, at the same time, ensures that satisfactory results of these analyses are achieved, has
become the subject of this article.
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1. Introduction

The PN-EN 50126-2:2018-1 and PN-EN 50126-
2:2018-2 standards (the so called RAMS standards)
have made a significant impact on the structuring of
general aspects in the area of specifying the reliability,
availability, maintainability and safety of railway sys-
tems (RAMS), but they have allowed a certain degree
of freedom in the choice of methods for applying the
systematic RAMS management process, including the
assessment of system safety. With this in mind, the
assessment of system safety can therefore be per-
formed in a variety of ways, all of which are, of
course, within the scope of the standards indicated.

One of the foundations of the safety management
process for specifying RAMS is hazard identification.
Possible faults or oversights at this stage can have

undesirable consequences at further stages of the as-
sessment and, moreover, determine the quality of the
results of risk assessments. It is not without reason
that the authors of the article [25] call this stage "the
heart of the risk management process".

The key role of the hazard identification stage has
also been strongly emphasized by Covello and
Merkhofer, treating hazard identification as a com-
pletely separate process, necessarily carried out before
risk assessment [24].

The legislated flexibility in the details of RAMS
specification means that the hazard identification
phase is conducted using a variety of methods and
techniques, although the heuristic ones based on
‘brainstorming' are still the most popular.

For example, in the article [25], identifying the
hazards of Abuja Mass Transportation (ARTM) in
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Nigeria, a questionnaire interview method was used.
According to the authors, this approach was chosen
due to the lack of sufficient data to use the most recent
hazard identification methods. However, care was
taken to identify human error.

Another example of the use of a nonstandard
method based on brainstorming — sticky notes — is the
paper [21]. This method was used to identify the haz-
ards occurring during the replacement of a power pack
vehicle as part of an entity in character of mainte-
nance (ECM).

The Fault Tree Analysis (FTA) and Event Tree
Analysis (ETA) methods were used to analyze the
risks occurring on the Slovak railway network, as
discussed in the article [19]. The author of the article
[20], on the other hand, points to the HAZOP (Hazard
and Operability Study) method, used by DB
(Deutsche Bahn) assessors as a compromise between
FMEA (Failure mode and effects analysis) and FTA,
while pointing out the limitations of this method.

Another example of the use of a well-known meth-
od referred to in the standard [15] is the use of Prelim-
inary Hazard Analysis (PHA) used in the analysis of
the railway signaling system in the study [9].

In another case, data from the experience of system
operation, obtained from the analysis of accident re-
ports or the opinions of railway experts, were used to
assess railway accidents [7]. A similar approach was
followed for the analysis of incidents at level cross-
ings [12], using internal risk lists, management review
reports and safety audit reports, which was supple-
mented by interviews with operators and infrastruc-
ture managers. The last example is particularly note-
worthy because a variety of methods were used in the
identification exercise, as is also implicit in the con-
cept that is the subject of this article.

In addition, the authors of the article [3] provide
interesting information, indicating that among only
6.7% of the analysed reports, which concerned con-
struction projects, it was possible to identify all risks
that should be identified on the basis of current
knowledge, while the maximum levels of risk identifi-
cation were, respectively: 89.9% for nuclear construc-
tion projects, 72.8% for rail projects and 66.5% for
both rail and general construction projects. The above
information confirms that the hazard identification
stage requires special attention, so it is not surprising
that it is a frequent subject of the authors' considera-
tions, as confirmed by the publications quoted in the
introduction.

These examples show that different hazard identi-
fication methods are used to different extents, depend-
ing on the specifics of the assessed system. This con-
clusion formed the basis for the following aim of this
article: to develop and present a hybrid (multi-stage)

hazard identification concept for the RAMS specifica-
tion of rail vehicle systems. The hybridity of identifi-
cation will consist in the synergistic use of different
approaches to finding sources of hazards and threats
in technical systems (from a systematic retrospective
approach, through heuristic and predictive techniques,
to control studies). The multistage nature of the identi-
fication will be driven by the system's life phase, im-
posed by the Model V of the RAMS standards, for
which the presented concept is intended. Examples of
the results of the hazard identification process accord-
ing to the developed concept are presented in the form
of records of the dedicated hazard register. The rec-
ords were developed in relation to pneumatic boards
of rail vehicles.

2. Theoretical introduction

The subject of broadly defined safety assessments
is characterized by heterogeneous nomenclature (re-
sulting, among other things, from the terminological
divergence of the RAMS standards and Regulation
(EU) 402/2013 [19]). Therefore, in order to fully un-
derstand the further parts of the article, the presented
hazard identification concept will be preceded by
a short theoretical presentation, which is also practical
in terms of highlighting the requirements that this
hazard identification concept must meet.

According to EN 50126-1, a hazard is understood
as a condition that could lead to an accident [14]. It
should be added that an accident is additionally de-
fined in the above-mentioned standard as a sequence
of events, which indicates that the condition, which is
a hazard, may be a set or sequence of events, not only
a single event or a set of features/properties of the
system or its environment.

The CSM Regulation [19] in this particular case
defines hazard in an analogous way treating it as:
a condition that may lead to an accident.

The outcome of the hazard identification process
should be a formulated hazard. In order for such for-
mulation to be useful in further stages of risk man-
agement, it should contain the following elements
(according to point 7.4.2.1 [14]):

— identification of sources/causes of danger — e.g.
component, subsystem or system failures, human
errors, etc.

— undesirable events that can lead to losses during
system operation and maintenance

— losses (consequences) associated with undesirable
events — from the point of view of railway opera-
tion, losses may mean damage to passengers, staff
or members of the public, damage to the environ-
ment, etc.
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— existing control measures to control and limit the
occurrence of an undesirable events.

This understanding of hazard is also familiar to
other areas of risk management. For example, Vincoli
[22] understands a hazard as "a condition or situation
that exists in the work environment and may cause an
undesirable release of energy resulting in physical
injury, wounding and/or damage". Macdonald [12]
views hazard as inherent physical or chemical proper-
ties that can cause harm to persons, property or the
environment.

Whatever the definition of a hazard, they do not
indicate that a hazard is often a hypothetical state or
situation. According to Aven [1]: "The hazard identi-
fication process should be a creative process wherein
one also attempts to identify unusual events". Moreo-
ver, he is of the opinion [1] that probably 80% of the
time will be (and perhaps should be) spent finding
these types of hazards and "the unusual and not-
experienced events", even though they will constitute
20% of all those identified.

In view of the need to use the results of hazard
identification, the hazards formulated should therefore
not only be events or states that have occurred, but
above all those that are formulated by the identifica-
tion performer using appropriate inductive or even
abductive reasoning. The process of identifying risks
therefore contains a certain element of creativity, and
is sometimes even a form of guessing what might
happen [5].

As part of the requirements to be met by the hazard
identification step, it should be pointed out that the
RAMS specification standards consider hazards at the
system under consideration level and hazards at the
railway system level. A hazard, understood as a state,
therefore develops at different levels of system de-
composition. The relationship between the individual
components of such a chain of events and states, ac-
cording to the RAMS guidelines, is shown schemati-
cally in Fig. 1.

» » »

Fig. 1. Evolution of the source of the hazard assuming considera-
tion of the hazard at two levels according to the [15]

For the purposes of the presented concept of haz-
ard identification, in addition to the classification into
hazards at the level of the system under consideration
and hazards at the level of the railway system, a clas-
sification based on the component hazards was intro-
duced:

— a hazard that is a single event or factor (identified
mainly at the design stage of systems/facilities in
a systematic manner using inductive reasoning and
FMEA-type methods)

— hazards which are a set of events and/or properties
of the area of analysis (states occurring as a coin-
cidence of sources/hazard factors, identified using
methods such as bow-tie or FTA, for example), al-
so referred to in standard [15] in clause [19] point
114

— hazards that are sequences of events (usually for-
mulated as the first or last of the adverse events in
a sequence of events, identified by inductive rea-
soning and ETA-type methods).

In addition, the identification of risks can lead to
the formulation of risks originating from so-called
systematic errors, e.g. in the system design phase,
human errors, instruction inadequacies and so called
random failure resulting primarily from stress degra-
dation, environmental overloading, etc., as shown in
Fig. 2 [14]. Systematic errors happen permanently
under certain conditions of handling, storage or use,
while accidental errors result from one or more possi-
ble degradation mechanisms.

The information listed above should be collected
and organized in a risk register. The hazard register
forms the basis for current risk management (carried
out to achieve and maintain a safe state) as a tool for
controlling hazards. The hazard register is updated
throughout its life cycle whenever there is a change in
the identified hazards or a new hazard is identified. In
accordance with point 7.4.2.2 [14].

The hazard register must include or refer to, inter
alia:

— the identification of those responsible for manag-
ing the hazard

— the likely consequences and frequency of the se-
guence of events associated with each hazard

— the risk resulting from each hazard (in quantitative
or qualitative terms)

— the risk acceptance principles chosen and, in the
case of explicit risk estimation, also the risk ac-
ceptance criteria for demonstrating the acceptabil-
ity of the risk control related to the hazards

— for each hazard: the measures taken to reduce the
risk to an acceptable level or to remove the risk.

w

. Research topic — description of the concept

The trends of hazard identification identified in
Chapter 1 and the theoretical introduction in Chapter 2
made it possible to formulate the assumptions of the
hybrid (multi-ethereal) hazard identification method
for RAMS specification that follows.
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Fig. 2. Factors influencing RAMS [14]

The basic idea is to perform a systematic hazard
identification in accordance with the system life cycle,
using dedicated identification methods appropriate to
the life cycle stages. In order to be in line with the
RAMS specification guidelines, the stages of the haz-
ard identification process have been linked to the
stages of the system life cycle as indicated by model
V [15]. The main emphasis in this identification pro-
cess will be on the study of the various relation-
ships/influences occurring between elements of the
system itself, as well as the system and its environ-
ment (i.e. the so-called interfaces). It can be addition-
ally pointed out that these will be both so-called inten-
tional relations (resulting, e.g. from the physical con-
nection of elements) and so-called nonintentional
relations (caused, e.g. by the respective forms of er-
rors or system failures).

The hazard identification process will be carried
out in the following stages in line with the system life
process indicated by the V model [15], as shown in
the diagram below Fig. 3.

3.1. Conceptual phase/system requirements
specification

According to the RAMS, the task of the conceptual
phase is to define the overall scope of the project, to
deepen the knowledge of the system (RAMS phase 1)
and, in the next step, to specify the system require-
ments (RAMS phase 4), i.e. to specify the system
requirements for the next life-phases, as well as to

define acceptance criteria and to define the overall
demonstration of compliance.

Multistage hazard identification

1. Conceptual phase/system requirements specification

2.Design phase

3. Implementation phase

Hazard reaister

4. Operation and maintenance phase

Fig. 3. Schematic of hazard identification steps according to mode
V [15] for the concept described

Within this stage of hybrid (multi-stage) hazard
identification, an approach based on a systematic re-
view technique of the analysis area is adopted. Hazard
identification will therefore be performed by system-
atically analyzing the records of the system require-
ments specification and looking for possible devia-
tions in the achievement of the design intentions, op-
erational conditions of the process, procedures or sys-
tem (or in other words: by questioning the achieve-
ment of the design intentions and operational condi-
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tions). This approach is in line with the idea of meth-
ods such as HAZOP [17]. In the praxis of applying
such a stage concept, threats will take the form of
negation of the fulfilment of the overall requirements
for the system, and will be demonstrated in the col-
laboration of the project team.

In the field of the CSM Regulation [19] (also re-
ferred to in point 6.3 [14]), such a course of action is
called a code of conduct, which, in order to qualify as
a requirement, must meet the following requirements
according to Annex I [19]:

— must be widely recognised within the railway in-
dustry. Otherwise the code of practice must be jus-
tified and should be acceptable to the assessment
body

— must be relevant to the oversight of the considered
risks in the assessed system. The successful appli-
cation of the code of practice for similar cases re-
garding the management of change and the effec-

tive control of identified system risks within the—

meaning of this Regulation is sufficient to be con-

sidered as significant
— must be available to the assessment bodies on re-

quest for their assessment or, where appropriate,
for mutual recognition, in accordance with Article

15(5), of the appropriate application of the risk

management process and its results.

It should be noted that the results of hazard identi-
fication at this stage will have a major impact on deci-
sions regarding the implementation of the system
design.

An essential element of the assessment performed
in accordance with the CMS regulation cited above
[19] is a system definition (also described in the
RAMS standards in point 7.3.2.1 [14]) containing
a series of information such as: the purpose of the
system (the intended use); the functions and elements
of the system, if applicable (including the human,
technical and operational elements); the boundary of
the system, taking into account other systems with
which the system interacts; the physical interfaces (the
systems with which the system interacts) and func-
tional interfaces (inputs and outputs relating to per-
formance); the system environment (e.g. energy and
termic flows, shocks, vibrations, electro-magnetic
interference, operational purpose) [19].

Referring to the example object of the concept in
the form of pneumatic boards, exemplary elements of
system definition are presented below in the form of
selected basic parameters collected in Table 1.

In addition, Fig. 4 below shows an example of
a graphical approach to describing the boundaries or
interfaces of a system.

Table 1. Selected basic parameters of pneumatic boards [own
elaboration]

No. | Parameter Description

1 Highest pressure in the

; 1000 kPa
supply line

Air cleaning equipment
incorporated in the board

Cyclone with dehydrator on

2. .
supply line

Standby, service braking (8
PN brake functions accessi- brak!ng ste;ps), emergency
3. . braking, disconnection of the
ble via the board
board brake control system
from the service line
Brake released or one of eight

EP-B brake functions availa-

4. ble via the board brake stages

5 Possible states of the parking | Brake loosened, braked or
' brake disengaged

6 Highest pressure in parking Equal to the board supply
' brake spring actuators pressure

Electrical parameters of the boards

7. | Rated board supply voltage | 24V DC

Working conditions

The driver's cab or its immedi-
ate vicinity this cab
Vertical

8. Place of work

9. Working position

With the
environment:
working
temperature
2434323°K
(+80-50°C)

With other
technological
systems: EP-B brake,
PN brake, SP brake,
pneumatic and
AES elegtrical traction

unit system

With
vehicle:
multiple

unit

Interaction
with people:
drivers;
service
technicians

v

Fig. 4. Graphical presentation of system interfaces in the form of
pneumatic boards [own elaboration]

3.2. Design phase

According to the RAMS approach, the objective of
the design phase (RAMS Phase 6) is to: design sub-
systems and components according to RAMS re-
quirements; demonstrate that subsystems and compo-
nents comply with RAMS requirements; and refine
plans for future lifecycle tasks.

According to the presented concept for hazard
identification, heuristic methods will be used at the
design stage. They are ideal for the prediction of fu-
ture phenomena, based on creative thinking and logi-
cal combinations. However, it has a number of disad-
vantages, e.g.: the dominance of analysis by the most
active members of the expert team monopolises the
discussion or pragmatism in the pronouncement of
nonobvious ideas for fear of criticism.

With this in mind, the concept presented here
therefore proposes the use of a codified approach
based on the brainstorming technique and implement-
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ed in the form of the sicky notes method. The essence
of this method is the exploration of expert knowledge
by means of short, concise notes made (usually physi-
cally) on small pieces of paper (popular yellow note
cards — thus the name of the method). These cards
have a dual role, i.e. they are used to stimulate the
experts' discernment to look for irregularities in the
process under analysis and to record the results of the
method. What is valuable from the hazard identifica-
tion point of view is the fact that experts, seeing such

a seemingly less formal way of recording information,

are more willing to discuss and report irregularities in

the analysed area. In addition, the results obtained (as
shown by the authors of the study [21]), sometimes
even directly can be used as correctly formulated haz-
ards. The method is particularly applicable to process
analysis, but, as the authors of [21] have shown, it can
also be used for technical objects and their handling
processes.

From a practical point of view, the sticky notes
technique consists of the following actions:

— Task 1 Assembling an interoperable group of ex-
perts by the facilitator — one of the most important
issues determining the outcome of hazard identifi-
cation at this stage is to involve the right group of
experts with knowledge of both the design and
practically all stages of the product lifecycle, i.e.:
existing requirements, component design, manu-
facturing and servicing (maintenance).

— Task 2: Define the questions to which answers are
sought — in the case of analysis for the purpose of
hazard identification, these may take the following
form: How can component "x" fail? What could be
the cause of failure of "x"? and in subsequent itera-
tions: What could be the consequence of compo-
nent 'x' being damaged?

— Task 3 Collecting the answers — each member of
the team writes down, based on their knowledge,
on separate pieces of paper the proposed answers
and then tapes them on the board under the ques-
tion under consideration.

— Task 4 Analysing the answers — at this stage the
results are systematised in several aspects: priori-
tising the results, grouping the answers, indicating
the connecting elements (inter-feeds).

— Task 5. Repetition of Tasks 3 and 4 — if necessary,
after the analysis of the collected information, it is
possible to refine the questions, which can be done
by performing further iterations of Tasks 3 and 4.
A practical aspect is that if it is difficult to gather

a group of experts at the same time, a virtual analysis

can be carried out, e.g. on a Teams or Sharepoint plat-

form, in a similar way to the above.
This identification will also be complemented by

a systematic verification of the validity of the form of

component faults cited in the PN-EN 50129:2019-01
[16] standard for components of electrical systems.
Hazard identification at the design stage is of key
importance, since risks are considered in practice at
virtually every stage of the life cycle of the system
under consideration. The aim is to apply appropriate
design or system solutions to avoid or minimise them.

3.3. Implementation phase

This hazard identification phase will be imple-
mented over several phases of the system life cycle,
according to the part of the VV-model corresponding to
production (phase 7) and integration (phase 8). The
overarching goal of this phase is to produce subsys-
tems and components in line with the previous phases,
assemble them and integrate them. According to the
provisions of the standard [14], the types of defects
associated with RAMS should be inspected and tested
in this phase, which will be realised by the following
methods:

— direct observation
— acoustic methods
— sticky notes — described in point. 3.2.

Direct observation of production processes aims,
among other things, to catch some of the most unpre-
dictable risks originating from the group of er-
rors/human factors, to which a whole team of human
reliability analyses is dedicated (HRA — Human Reli-
ability Analysis). Section 5.6.4 of the standard [14]
defines human factors as anatomical, physiological
and psychological aspects of humans. From this point
of view, HRA aims to assess and help prevent the
consequences of emerging human factors/errors af-
fecting system performance, operation, reliability and
safety [4]. According to the authors of the article [4],
during the operation of transport systems such as
trains, ships, aircraft and motor vehicles, about 70—
90% of accidents are directly or indirectly due to hu-
man error and according to the same authors, with the
development of technology, the reliability of transport
systems has increased over the past decades, while
human reliability has remained unchanged over the
same period. In the presented concept, the above-
mentioned errors are to be identified by direct obser-
vation of production processes, which assumes the
recognition of hazards arising from, e.g:

— failure to apply the provisions of the instructions
and procedures

— rushing the work in progress

— routine in the case of repetitive activities

— difficulties of adaptation to new activities due to
modifications of the production processes

— inexperience, especially in the case of newly re-
cruited staff, especially due to high staff turnover.
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The above is in line with the provisions of point
11.2 [15] indicating that causal analysis should also
identify reliable human error.

In addition, direct observation aims to identify the
form of component damage occurring during produc-
tion, which can be done through organoleptic verifica-
tion of components at the acceptance stage by the
quality department by performing, for example: geo-
metric measurements and functional tests.

The identification of component faults during pro-
duction also involves the use of acoustic methods,
which are well suited to the analysis of mechanical
and pneumatic systems such as pneumatic boards. For
this purpose, a leak detector can be used in the form of
an acoustic trumpet acting as a directional microphone
to attenuate disturbing environmental sounds, allow-
ing the exact location of the source of the sounds gen-
erated to be determined, even those inaudible to the
human ear. The method belongs to the group of pas-
sive methods, which means that the apparatus does
not emit signals and does not affect the physical state
of the tested object; instead, it only registers the phys-
ical effects arising in the monitored object itself. In
the case of pneumatic systems, the sources of acoustic
emission signals are: emerging and propagating mi-
crocracks, corrosion processes, cracks causing air
leakage through leaks. Looking at the above descrip-
tion, the adopted identification method resembles the
acoustic emission method (def. AE — acoustic emis-
sion), which belongs to widely used methods of moni-
toring engineering objects such as: pipelines, com-
pressed gas tanks, combustion engines, power trans-
formers [18]. In contrast to the accepted acoustic
trumpet method, the AE method involves recording
elastic waves using piezoelectric sensors that convert
the AE waves into an electrical signal that is transmit-
ted further to the measurement system [2].

In summary, since human error is currently consid-
ered to be the most important source of accidents or
incidents in safety-critical systems, the concept de-
scribed assumes that they are identified as early as the
design phase (within sticky notes) and subsequent
corresponding production (phase 7) and integration
(phase 8) phases.

In addition, it should be noted that the hazards
identified at the level of the system under considera-
tion will repeatedly take the form of faults that will be
transposed as hazards at the level of the railway sys-
tem. On the other hand, the acoustic method will also
constitute an important element of the control
measures (point 7.4.2.1 [14]), which exist to control or
limit any undesired event resulting from the hazards.

Figure 5 shows a pneumatic board type 200ZH 94-1
undergoing the direct inspection described above to

identify the form of component damage occurring
during production.

{‘.‘ d" ' o
Fig. 5. Pneumatic board 200ZH 94-1 during acceptance [own
drawing courtesy of PIT-Industry]

==V

3.4. Operation and maintenance phase

The last phase of the presented identification con-
cept, concerns the operation, maintenance and moni-
toring of the system (this is phase 11 of the RAMS V
model). This phase involves continuous monitoring
and evaluation of the system's RAMS indicators.

In the case of hazard identification carried out for
systems already in operation, very valuable is feed-
back analysis of data from:

— complaint processes during the warranty period of
the component (exploitation phase)
— service data during regular maintenance activities

(maintenance phase).

This also follows from the obligation in point
7.12.3 [14] stating the need to update the operational
hazard register.

The above-mentioned sources of information can
be used to indicate the form of damage to the analysed
components, and further enable the formulation of
risks on their basis.

An additional benefit of this approach will be the
ability to extract relevant data on the reliability of
systems, e.g. in the form of a damage severity indica-
tor.
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4. Example of hazard register created
for the hazard identification concept

All hazards identified at the various stages de-
scribed above should be included in the hazard regis-
ter created for the specification of the RAMS.

According to [14], the risk register should include:
— purpose of the register
— for each hazard, the specific actor responsible for

managing the hazard and the functions or compo-

nents contributing to the hazard

— the likely consequences and frequencies of occur-
rence of hazard-related sequences of events

— the risks resulting from each hazard

Table 2. Risk register [own elaboration]

— selected risk acceptance principles

— the measures applied to reduce the risk to an ac-
ceptable level or to remove the risk

— the safety constraints exported

thus completing the provisions of point 7.4.2.1 [14].

The illustrative hazard register created for the con-
cept described is presented in Table 2 below using
pneumatic arrays as an example object of analysis.

In addition to the system definition referred to in
Section 3.1, pneumatic boards in their various ver-
sions are used on all types of rail vehicles to control
the braking systems, to supply these systems with
compressed air and to distribute compressed air for
auxiliary vehicle systems (e.g. supplying the indicators
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for the manual parking brake or the door locking and
locking devices). In addition, there are transducers for
measuring pressures e.g. in the supply and main lines,
brake cylinders, auxiliary reservoirs, etc.

The individual risks have been assigned to the el-
ements of the system being decomposed. For the sake
of clarity, only the most relevant information has been
included within the framework of this illustrative reg-
ister, which should be supplemented by the require-
ments in point 7.4.2.1 [14].

It is important to note that the hazard register
should be updated throughout the life cycle, especially
when a change occurs in the already identified hazards
or a new hazard is identified.

5. Summary

Unlike the literature mentioned in the introduction,
the concept of hazard identification for RAMS specifi-
cation presented in this paper involves the development
of a hybrid (multi-stage) method using a number of
dedicated methods for the systematic identification of
hazards at different stages of the system's life, charac-
terised by different specificities described in Chapter 3.

In line with the concept, threat identification will be
initiated at the conceptual/system requirements specifi-
cation stage, where threats take the form of negation of
general requirements, using a systematic analysis of the
system requirements specification records.

Hazard identification at the design stage will use a
heuristic sticky notes me-method that also takes into
account systematic verification of the validity of the
form of component faults referenced in PN-EN
50129:2019-01 [16] for electrical system elements.

The use of a combination of several methods — di-
rect observation, acoustic methods and the sticky
notes mentioned above — will enable the most effec-
tive identification at the implementation stage (real-
ised over several life cycle phases according to the
V-model: production (phase 7) and integration (phase
8). In addition, direct observation of production pro-
cesses aims, among other things, to identify some of
the most unpredictable risks from the group of er-
rors/human factors, which is an important added value
of the presented concept.

Finally, hazard identification at the operating stage,
in addition to the possibility of obtaining important

data on the reliability of systems (e.g. in the form of

damage severity indexes), will provide information on

post-tenuation forms of damage to components that
were not anticipated at earlier stages of the analysis.

According to the above information, the described
concept will give the possibility to control the hazard
identification in the individual system life stages indi-
cated by model V [15] which takes into account the
so-called refined identification according to sec. 11.3
[15] capturing unseen risks resulting from :

new technologies that could not be immediately

identified due to lack of experience or knowledge

(point 3.1 of the concept)

— additional risks in the existing system due to tech-
nology transfer, e.g. from analogue to digital tech-
nology (points 3.2 and 3.3 of the concept)

— errors in the new design due to lack of adequate/
appropriate specification (point 3.2 of the concept)

— special operating modes in the existing system
which may not fit together adequately and may
create new risks related to the activities of the op-
erating, maintenance or other personnel (point 3.4
of the concept)

— design errors that could create new risks (point 3.2
of the concept).

In accordance with the assumptions described in
point 2, the concept allows the identification of both
systemic and random risks at the level of the system
under consideration and at the level of the railway
system. This is important, among other things, from
the point of view of the risk assessment to be carried
out in subsequent steps, which requires grading the
consequences of the occurrence of adverse events,
which is reflected, among other things, in the illustra-
tive risk register created for the purposes of the de-
scribed concept presented in Table 1.

The hazard identification performed according to
the described concept will allow to proceed to the next
stage of the analysis in the form of risk assessment
and evaluation.
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Nomenclature

H hazard

HS hazard source
D detectability
L losses

P probability of occurrence
R risk
UE undesirable event
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